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Works on top of existing key-value stores 
without modification
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1. Server cannot decrypt packs

2. Multi-key transactions are 
expensive and not available 
for some key-value stores
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• lookup algorithm  

• update algorithm 

• splitting algorithm 

• epoch-based  
appends 

• merge algorithm 

using only

• single-key atomic  
compare-and-swap
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Problem: writes are 
expensive

• Solution: append-only mode

• Inserted keys are roughly monotonically 
increasing

• Key-value pairs can be modified within some 
bounded time

• Applications: streaming data, time-series data
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Approach
• Server keeps track of epoch
• Each insert assigned an epoch 

• Each new record inserted normally
• Merge epochs into packs in the background 

• merge deterministically
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Evaluation
• MiniCrypt built on unmodified Cassandra

• Comparison with

• Baseline: each row compressed and encrypted

• Vanilla: no encryption

• YCSB benchmark

• Anonymized Conviva data (video analytics)
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Evaluation setup
• Amazon EC2 cluster of 3 instances

• 15 GB of memory 

• 8 cores

• Zlib compression

• AES-256 CBC for encryption
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SSD Disk

YCSB  
100% range query

5x 38x
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YCSB  
100% single-record write

Default Append-only
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Conclusion

MiniCrypt shows that we can achieve 
compression and encryption using 
systems techniques

Thank you!


