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How to protect data
while preserving functionality?
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Hardware enclaves

(e.g., Intel SGX, AMD memory encryption)

- Hardware-enforced
secure execution
environment

- Encrypted enclave
memory (accessible
only from the enclave)

- Protect against an

attacker who has root Untruste 0S

dCCESS
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Security guarantees

Data encryption and authentication

Computation integrity: a check enforcing that the
computation is executed correctly

see paper for more!

- Obliviousness = hiding access patterns

Informal statement

The memory and network accesses of the
computation is the same for any input of the same

size
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Two-part solution:

Oblivious filter

Distributed Oblivious sort
oblivious SQL
operators Oblivious aggregation

ODblivious join

Novel query Rule-based optimization

planning Cost model

techniques
Cost-based optimization
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Opaque can operate in mixed sensitivity:
sensitive tables are run with oblivious operators
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Insight 2

Sensitivity propagation
introduces a new dimension to
query optimization



Cost-based optimization

Hospitalized Disease Medication
e patients _
I | D ID | mD Find the least costly
Name \| D ID medication for each patient

G ID Name
Cost




Cost-based optimization

Hospitalized
~ patients

Disease

Medication

D_ID

Name

| mup
\| D_ID

G_ID

Name
Cost

Find the least costly
medication for each

Assumption: |P| < |D

natient

< M|



Cost-based optimization

Hospitalized

~ patients

Disease

Medication

D_ID

Name

| mD
\| D ID

G_ID

Name
Cost

SELECT p name, d name, med cost
FROM patient, disease,
(SELECT d id, min(cost) AS med cost
FROM medication
GROUP BY d id) AS med
WHERE disease.d_id = patient.d_id
AND disease.d id = med.d_id

Find the least costly
medication for each

Assumption: |P| < |D

natient

< M|



Cost-based optimization

Hospitalized

~ patients

Disease

Medication

D_ID

Name

| mD
\| D ID

G_ID

Name
Cost

SELECT p name, d name, med cost
FROM patient, disease,
(SELECT d id, min(cost) AS med cost
FROM medication
GROUP BY d id) AS med
WHERE disease.d_id = patient.d_id
AND disease.d id = med.d_id

Find the least costly
medication for each

Assumption: |P| < |D

natient

< M|



Cost-based optimization

Hospitalized Disease Medication
~ patients .
| D ID | mD Find the least costly
Name \| D_ID medication for each patient

G_ID | Name_‘ Assumption: |P| < |D| < M|
Cost

SELECT p name, d name, med cost
FROM patient, disease,
(SELECT d id, min(cost) AS med cost
FROM medication P
GROUP BY d_id) AS med 3'way jOI“
WHERE disease.d_id = patient.d_id
AND disease.d id = med.d_id
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- Single machine experiments:

+ Intel Xeon E3-1280 v5, 4 cores, 64 GB RAM

- Intel SGX: 128 MB of enclave page cache (EPC)
- Distributed experiments

- A cluster of 5 SGX machines



Evaluation



Evaluation

- How does Opaque compare to Spark SQL?



Evaluation

- How does Opaque compare to Spark SQL?
- Big Data Benchmark (BDB); 4 queries total



Evaluation

- How does Opaque compare to Spark SQL?
- Big Data Benchmark (BDB); 4 queries total
- Queries 1, 2, 3: filter, aggregation, join



Evaluation

- How does Opaque compare to Spark SQL?
- Big Data Benchmark (BDB); 4 queries total
- Queries 1, 2, 3: filter, aggregation, join

-1 million records



Evaluation

- How does Opaque compare to Spark SQL?
- Big Data Benchmark (BDB); 4 queries total
- Queries 1, 2, 3: filter, aggregation, join

-1 million records

- How does Opaque compare to state-of-the-art
oblivious systems?



Evaluation

- How does Opaque compare to Spark SQL?

- Big Data Benchmark (BDB); 4 queries total

- Querl

-1 mil

es 1, 2, 3: filter, aggregation, join
jon records

- How does Opaque compare to state-of-the-art
oblivious systems?

- GraphSC (oblivious graph analytics)



Evaluation

- How does Opaque compare to Spark SQL?

- Big Data Benchmark (BDB); 4 queries total

- Querl
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es 1, 2, 3: filter, aggregation, join
jon records

- How does Opaque compare to state-of-the-art
oblivious systems?

- GraphSC (oblivious graph analytics)

- PageRank
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Data encryption, authentication,
computation verification
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Query number Query number
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PageRank: comparison
with GraphSC (single machine)
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Conclusion

Opaque is an oblivious and encrypted distributed analytics platform

SQL ML Graph

Analytics

ik’

Spa

Open source: github.com/ucbrise/opaque



http://github.com/ucbrise/opaque

